CMPT 855 Assignment 1: TCP/IP Traffic Analysis

1. (3 marks) Plot a graph (histogram) o f the T CP/IP packet size frequency distribution observed in this trace. Annotate your graph with a few short co mments about the T CP/IP packet size distributio n that you observe.

(a) Linear scale (b) Logarithmic scale

Figure 1 Packet Size Frequency Distribution

Figure 1 sho ws that the size of the packets ranges fro m40 bytes to 1500 bytes. Amo ng all the packets, about 48% are 40 bytes, and about 21% are 552 bytes. T he 40-b yte IP packet consists of a 20-byte IP datagramheader and a 20-byte T CP ACK packet

( which is actuallya T CP segment header). All the other packets (52% of all packet) besides the 40-byte ACK packets are data packets that carr yuseful data. Nearlyhalf of them(21% to 52%) are 552 bytes, which carr yabout 512 bytes data per packet.

Nearlyhalf of the packets (48%) are ACK, which means that for nearlyever ydata packet, there is an ACK packet to ackno wled ge it. T herefore, although T CP connections are full-duplex, the traffic is asymmetric, i.e., data are transmitted mainlyin one direction.

2. (3 marks) Plot a graph illustrating the distrib ution o f T CP/IP packet traffic amongst the so urce hosts identified in the trace.

Annotate your graph with so me co mments and observatio ns about the distribution of T CP/IP packet traffic amo ngst ho sts on this network. Suggest a hypothesis that might help explain the observation(s) that yo u made.

Figure 2 Packet Traffic On Hosts

In figure 2, there are 1214 different source hosts. Among them, about 2.4% send out 50% packets, and about 12.9% send out

90% packets. T herefore, the packet traffic is non-unifor mly distrib uted amongst the hosts on the network. So me do minant hosts, which are rather popular sites, generate a majorityof the packets o n the network.

3. (3 marks) Repeat the analysis of (2) above, but on a b yte count basis, rather than on a packet count basis. Annotate your graph with any additional co mments and observations about the distribution o f T CP/IP byte traffic amongst hosts on this network. Suggest a hypothesis that might help explain the observatio n(s) that you made. State whether yo ur observations here are consistent with those fro mpart (2).

Figure 3 Byte Traffic Per Host

In figure 3, about 0.6% hosts send 50% data volume (in b ytes) on the networ k, and about 7% hosts send 90% data volume (in bytes) on the network. T herefore, the b yte traffic is non-unifor mly distrib uted amongst the ho sts. So me do minant hosts, which are rather hot sites, generate most of the data traffic. T his result is consistent with that of the question 2.

4. (3 marks) Define a time inter val I = 1.0, 0.1, and 10 seconds, and process the trace to count the number of T CP/IP bytes transmitted on the net wor k in each such non-overlapping consecutive time interval in the trace. Annotate one of yo ur graphs with yo ur co mments and observations about the T CP/IP traffic profile.

(a) T ime unit = 1 second (b) T ime un it = 0.1 second

(c) T ime unit = 10 seconds

Figure 4 Byte traffic on different time scales

Figure 4 (a), (b), and (c) present the net wor k b yte traffic o n time inter vals 1.0, 0.1, and 10 seconds respectively. T he average traffic, peak traffic and the peak to average ratio are listed in T able 1. T able 1 sho ws that the traffic is burstyacross different time scales (0.1 ˘ 10 seconds).

T ime interval

(second)

Average traffic

(bytes)

Peak traffic

(bytes)

Peak to Average ratio

0.1 4479 67098 14.98

1 44783 363789 8.12

10 447730 2129840 4.76

Table 1 Byte traffic on different time scales

Figure 4 (a), (b), and (c) are verysimilar regardless of the time scales (fro m0.1 second to 10 second). T his indicates that the traffic is self-similar. T he buffer management of the self-similar traffic is quite difficult because no matter ho w big the buffer is, the buffer overflo w wo uld happen under the traffic b urst on a longer time scale.

5. (3 marks) Repeat the analysis in (4) but using onlythe T CP/IP packet traffic generated by the most active host. Plot the resulting three traffic profile plots, for I = 10.0 seconds, I = 1.0 seconds, and I = 0.1 seconds. Annotate one o f these three graphs with yo ur co mments and observations about the T CP/IP traffic profile for this host, and its relationship (if any) to the aggregate traffic in (4).

(a) T ime unit = 1 second (b) T ime unit = 0.1 second

(c) T ime unit = 10 seconds

Figure 5 Byte traffic on different time scales for host 4

Figure 5 (a), (b), and (c) sho wthe network b yte traffic for host 4 on time intervals 1.0, 0.1, and 10 seconds respectively. T he average traffic, peak traffic and the peak to average ratio are listed in T able 2. T able 2 sho ws that the traffic of host 4 is bursty across different time scales (0.1 ˘ 10 seconds).

T ime interval

(seconds)

Average traffic

(bytes)

Peak traffic

(bytes)

Peak to Average ratio

0.1 518 59616 115.09

1 5186 416779 80.37

10 51847 1451368 27.99

Table 2 Average traffic and peak traffic for host 4

Figure 5 (a), (b), and (c) are verysimilar regardless of the time scales (fro m0.1 second to 10 seconds). T his indicates that the traffic of host 4 is self-similar. Co mparing Figure 4 with Figure 5, the burst time o f host 4 is consistent with that o f the whole network traffic. T herefore, the active hosts in a network can affect the traffic characteristics of the whole network.